Abstract  Safety-critical software is a core topic in courses on "ethics and computing" or "computers and society," as 
INTRODUCTION
The Reagan-era "Star Wars" program generated a great deal of controversy. One aspect of this involves the creation of safety-critical software.
In 1985, the Computing Professionals for Social Responsibility (CPSR) sponsored a debate, held at MIT, on the question -Star Wars: Can the Computing Requirements Be Met? Controversy on this particular point was sparked by, among other things, David Parnas' resignation from the SDI computing panel. Parnas argued that it was impossible, in principle, to create SDI software that would allow a useful level of trust in the system. He presented his argument for this conclusion at the CPSR-MIT debate and in various publications. Chuck Seitz, a member of the SDI computing panel who did not resign, argued at the debate in favor of the feasibility of SDI software. Michael Dertouzos served as debate moderator. Joseph Weizenbaum argued the con position along with Parnas, and Danny Cohen (who served as chair of the SDI panel) argued the pro position with Seitz. This paper describes a curriculum module that uses the Star Wars program as a case study for examining ethical issues in the development of safety-critical software. The module should be equally appropriate for use in a standalone ethics and computing course or in a software engineering course. It would be most effective when used after the students have had programming experience at least to the level of a data structures course, math background at least to the level of a discrete math or introductory statistics course, and a software engineering or systems analysis course. Programming experience helps the students to appreciate the complexities of testing and debugging. Discrete math background helps the students to appreciate reliability-related concepts such as statistical independence of failures. Software engineering or systems analysis course background helps the students to understand the role and importance of requirements and specifications.
This curriculum module is packaged as a powerpoint presentation that incorporates several mpeg video clips, as outlined in the table below. The complete original debate video ran over two hours, and so only the first presentation on each side of the issue is used in the module. The module can be viewed as divided into five sections: 1) understanding the basic SDI problem, 2) evaluation of Parnas' argument that trustworthy SDI software is not possible, 3) evaluation of Seitz' argument that trustworthy SDI software is possible, 4) connection to current ballistic missile defense efforts, 5) consideration of ethical issues for computing professionals working on such projects.
VIDEO CLIPS USED IN PRESENTATION

UNDERSTANDING THE SDI PROBLEM
The section on understanding the SDI problem incorporates a short video clip from President Ronald Reagan's Star Wars speech, and a clip from the debate i n which moderator Michael Dertouzos gives an overview of the SDI scenario and requirements. Dertouzos outlines parameters of the problem such as the size of the geographic area to be monitored for an attack launch, the length of time involved, and the number of missiles, warheads and decoys that might be involved. The goal of this section is for students to work through a general understanding of the issues in the systems analysis and requirements specification stages of SDI software development. The "waterfall" model of software develoment is mentioned, not to endorse it over other models, but to get the students thinking about the problems inherent in specifying requirements for such software. It is important that students develop an appreciation for the difficulty of the SDI computing problem. For instance, at one point Dertouzos mentions that planners envision that the SDI system will maintain "a consistent distributed database" of the missile tracking information and there is some light laughter from the audience, because the demands of "consistent" and "distributed" are inherently contradictory at some level. 
UNDERSTANDING PARNAS' ARGUMENT
This section incorporates a video clip of Parnas' presentation at the CPSR-MIT debate. The purpose of this section is for the students to work out a critical-thinking style summary of Parnas' argument. The powerpoint p resentation includes slides that ask students to identify the conclusion advanced by Parnas, and then, given the conclusion, to identify the premises used to argue for this conclusion. Students should also develop a clear idea of Parnas' reasons why the SDI computing problem is more difficult than other complex computer systems (telephone systems, space shuttle systems, other weapons systems). Any of several papers by Parnas might be used as a references or handouts with this section (e.g., [2] .) Students may need some guidance in formalizing the structure of Parnas' argument. His presentation touches on socio-political points that go beyond the narrower technical issue defined for the debate -Star Wars: can the computing requirements be met? Students may be tempted to assert that he argues for conclusions such as "The United States should not pursue SDI" or "Pursuing SDI will make the United States weaker rather than stronger." In fact he does, but students should be able to realize that these are not conclusions of the immediate technical argument. Discussion should bring students to summarize Parnas' conclusion for the immediate technical argument as something similar to the following.
Once students have the conclusion of the argument, they should be able to identify relevant premises that Parnas uses to argue for the conclusion. Parnas mentions a number of items in his presentation that should be defined for the class in order for them to get the most out of the presentation. Among thes are (a) the acronym MAD, standing for Mutual Assured Destruction, the cold-war strategy that says nuclear war is best deterred by having each side believe that it would result in mutual destruction, (b) ADA, the programming language, in the context of it being an ambitious software project that took a number of years to result in reasonably efficient and correct compilers, (c) "people with Dutch accents," indicating Edsgar Dijkstra, in the context of suggestions that the problem with software is that the software engineers are not talented enough, (d) " Byzantine agreement," a formalism of the problem in which N distributed systems communicate to reach agreement among the correctly-working systems even when some fraction of the N systems may send false messages, (e) "Safeguard," referring to an early ballistic missile defense system intended to defend only selected sites necessary for the US to launch a retaliatory strike, (f) "Vietnam," in the context of the weapons systems used in that war, (g) "someone named Walker," meaning a person with Defense Department security clearance who is discovered to be a long-time spy for the enemy, and (h) a reference to Fred Brooks, in the context of a person of distinguished reputation in software engineering. 
Conclusion of Parnas' argument -It is not possible to construct SDI software that could be confidently expected to work correctly the first time it is needed.
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UNDERSTANDING SEITZ' ARGUMENT
Similar to the previous section, the point of this section is for the students to work out a critical-thinking summary of Seitz' argument. The conclusion should of course be some expression that it is feasible to build trustworthy SDI software. The premises should represent technical bases that Seitz uses to argue for this conclusion. As for Parnas' presentation, the powerpoint material includes a sample summary of Seitz' argument. With the arguments of the two sides of the debate identified, students should begin to have the basis for their own informed opinion on the issue. Students can also be asked to assess stylistic issues in the debate presentations, and how these factors might influence the effect on a noncomputing-literate audience. For example, how does the use of personal comment and sarcasm affect the communication of technical content? And how does not responding explicitly to an opponent's technical points affect believability?
RELATION TO CURRENT MISSILE DEFENSE
The point of this section is to relate the evaluation of Parnas' and Seitz' arguments to current ballistic missile defense plans. The U.S. continues to spend an large amounts of money on missile defense, and elements of it are at times highly controversial. An editorial in Science magazine estimated cumulative U.S expenditures on missile defense at $100 billion, in current dollars [7] . A recent special issue of IEEE Spectrum assesses the state of various U.S. missile defense programs [4] . Numerous articles on missile defense are also available in the popular press (e.g., [9] ). The web site of the DoD Ballistic Missile Defense Office (BMDO) is an excellent source of information on current programs and plans [6] .
Students should realize that the purpose of current efforts is not the same as for the Reagan-era program.
Potentially important differences include (1) the anticipated size and sophistication of an attack, and (2) the geographical location / size of the hypothesized enemy. The Reagan-era SDI program envisioned an attack of tens of thousands of missiles coming from the area of the former United Soviet Socialist Republic (USSR). Current thinking envisions an "attack by a rogue state using a handful of warheads outfitted with relatively simple countermeasures" or "an accidental launch of a few warheads by Russia or China" [3] . This reduces, to some degree, the required complexity of the ballistic missile defense system. How this affects the conclusions of the Parnas-Seitz debate is not entirely clear.
Reviewing the recent history of U.S. ballistic missile defense efforts also gives valuable perspective on the feasibility of the goals of the Reagan-era program [3] -"In the last 15 years, the United States has conducted 20 hit-tokill intercepts, for the BMD programs discussed here as well as in other tests. Six intercepts were successful; 13 of those intercepts were done within the last five years, and among them, three intercepts succeeded. ... no real attempts have been made to intercept uncooperative targets-those that make use of clutter, decoys, maneuver, anti-simulation, and other counter measures. Nor have any tests attempted to use a real battle management systems that integrates data from a diverse array of actual tracking sensors and directs an interceptor to a target."
Students with any previous software engineering course work should easily realize that the testing done to date does not begin to address the more difficult tehcnial issues indentified in the Reagan-era debate. Tests that use data from actual tracking sensors and that try to hit targets that employ simple counter-measures would be only the beginning of "realistic" testing. Increased realism would include, for example, multiple tarets that create various loads and structures of attack, and also simulation of coordinated failures in the system due to attack. A useful exercise for students is to ask them to sketch a plan for several levels of increasingly realistic testing of SDI software. Real incidents from actual tests of missile defense technology can be used to emphasize the difficulty and unpredictability involved. For example, in a 1997 test "the clouds had cleared but a software problem caused the laser to recycle, or unexpectedly lose power, during the brief period in whch the satellite was within range" [9] .
RELATION TO CODES OF ETHICS
The point of the section on ethical issues for computing professionals working on such projects is for students to evaluate the ethical issues, relate them to the professional codes of ethics, and project what they might do in various situations. Among the many issues that students might be asked to address are: 2) Is it ethical today to accept work on national ballistic missile defense systems (in general, on systems that you believe cannot possibly work as advertised)? 3) Assume that you believe it is ethical to work on national ballistic missile defense systems, and that you are a manager at a company doing such work -how should you treat an employee who comes to decide that it is ethically wrong to work on such systems? 4) How should you, as a professional, respond to a noncomputing-literate person who asks you if a national ballistic missile defense system is possible?
Codes of ethics for the computing professions offer some specific guidance on these issues. Relevant items of the Association of Information Technology Professionals' (AITP) standards of conduct [5, 1] that students should consider include the following:
In recognition of my obligation to society I shall: ... Use my skill and knowledge to inform the public in all areas of my expertise. ... To the best of my ability, insure that the products of my work are used in a socially responsible way. ... Never misrepresent or withhold information that is germane to a problem or situation of public concern nor will I allow any such known information to remain unchallenged.
In recognition of my obligation to my fellow members and the profession I shall: ... Cooperate with others in achieving understanding and in identifying problems.
Relevant elements of the Association for Computing Machinery (ACM) code of ethics include (numbers identify specific sections and items of the full code [5] ):
As an ACM computing professional I will... [2.5] Give comprehensive and thorough evaluations of computer systems and their impacts, including analysis of possible risks. … [2.7] Improve public understanding of computing and its consequences.
As an ACM member and an organizational leader, I will... [3.4] Ensure that users and those who will be affected by a computing system have their needs clearly articulated during the assessment and design of requirements. Later the system must be validated to meet requirements.
Relevant elements of the ACM / IEEE-CS Software Engineering Code of Ethics include the following (numbers identify specific sections and items of the full code [5]):
Software engineers shall act consistently with the public interest. In particular, software engineers shall, as appropriate: ... [1.3] Approve software only if they have a well-founded belief that it is safe, meets specifications, passes appropriate tests, and does not diminish quality of life, diminish privacy or harm the environment. ...
Software engineers shall act in a manner that is in the best interests of their client and employer, consistent with the public interest. In particular, software engineers shall, as appropriate: ... [2.6] Identify, document, collect evidence and report to the client or the employer promptly if, in their opinion, a project is likely to fail, to prove too expensive, to violate intellectual property law, or otherwise to be problematic.
Software engineers shall ensure that their products and related modifications meet the highest professional standards possible. In particular, software engineers shall, as appropriate: ... [3.2] Ensure proper and achievable goals and objectives for any project on which they work or propose. ... [3.7] Strive to fully understand the specifications for software on which they work. ... [3.8] Ensure that specifications for software on which they work have been well documented, satisfy the users requirements and have the appropriate approvals. ... [3.10] Ensure adequate testing, debugging, and review of software and related documents on which they work.
Software engineering managers and leaders shall subscribe to and promote an ethical approach to the management of software development and maintenance. In particular, those managing or leading software engineers shall, as appropriate: ... [5. 12] Not punish anyone for expressing ethical concerns about a project.
Software engineers shall be fair to and supportive of their colleagues. In particular, software engineers shall, as appropriate: ... [7.5] Give a fair hearing to the opinions, concerns, or complaints of a colleague.
Student should be encouraged to consider how they would hope to respond to the ethical issues when they face them in their career, and how their anticipated responses stand up in the context of the codes of ethics.
USE OF THE MODULE IN TEACHING
Covering the complete module could easily take three 50-minutes class periods, or two 75-minute class periods. With extended discussion time and / or in-class active learning exercises, it might take an additional class period. On the other hand, with judicious selection of material and use of class time, the core issues might be covered in as little as one 50-minute class period. Suggestions for how to use the module in different formats are summarized below. Possible pre-class exercises.
Several useful pre-class assignments are possible. One is to have the students perform a web search to write short biographical sketches on Parnas, Seitz, and Dertouzos. It is valuable for students to see the accomplishments of such people, and consider how the backgrounds of the debate participants qualify them to offer expert opinions on the subject. Another possible pre-class exercise is for students to go to the BMDO web site and prepare a one-page summary of the current national missile defense strategy. Yet another possibility is to have the students use Nexis or do a web search to locate information on the 3 to 5 most recent tests of missile defense system components. If the whistle-blowing aspects of the incident will be emphasized, then in will be helpful if they do some background reading ahead of time (e.g., chapter 7 of [1] ). The 50-minute period would be organized into three segments. The first segment of the class would be about 10 minutes in length. It would begin with a series of a half dozen slides that support giving a very basic definition of ballistic missile defense, and reminding students of the activities in the system analysis and requirements analysis phases of the traditional waterfall software life cycle. It would then move to watching the video clip of President Reagan's call for the SDI program. Based on the video clip, students are asked to formulate a high-level statement of SDI system requirements. Several students can be called on for a suggested requirements statement. Following slides support pointing out that observers could choose to focus on either of two possible elements of Reagan's speech. Parnas focus eson the part where Reagan says -"I call upon the scientific community to give us the means of rendering these nuclear weapons impotent and obsolete." Alternatively, Seitz focuses more on the part where Reagan says -"I am directing a long-term R&D program to begin to eliminate the threat posed by strategic nuclear missiles." In either case, the general software requirements are to take in sensor data and direct weapons systems to destroy an incoming attack before it reaches the United States.
The next segment of the class would be about another 10 minutes in length. It would mention the MIT-CPSR debate, identify the participants in the debate, and then watch the six-minute video clip of Dertouzos' overview of the SDI problem. Based on this video clip, students should get a greater appreciation for the vastness of the geographic area to be monitored by sensors, the numbers of warheads and decoys to be handled in an attack, and the time scale of an attack. They should also get a better idea of the data flow and decision-making involved.
The next segment of the class would be about 30 minutes in length. The main portion o f this is spent watching the video clip of Parnas' presentation. This prepares the students for a homework assignment to diagram, in premise-conclusion form, the essence of Parnas' argument. To get the students oriented for this analysis, it is useful to walk through identifying the conclusion of the argument with them. The homework assignment for the students, then, is to identify the premises that Parnas uses to support this technical conclusion. Students should be able to identify a sequence of three to five technical premises, and to give some indication of their own belief in the truth of each premise. The powerpoint material includes transcribed versions of some of the overheads in Parnas' presentation. If desired, these can be printed and given to students as a handout for use in the homework assignment. If desired, the homework assignment can be handed in and graded according to how many and how well the main premises are identified. At a minimum, students should be expected to identify the premises that the specifications for the software are necessarily unknown, that there is no chance for any realistic system-level testing, and that there is no chance for debugging during operation. Also, if desired, there are slides that can be used in a future class to support a review of the analysis of premises after the assignment is completed. To connect this analysis of Reagan-era SDI program with current national missile defense scenarios, students should be asked the additional homework question of how their overall analysis of the argument would change if the scenario involved no more than ten missiles and ten decoys launched from an area such as North Korea or Iraq.
The primary objection to, or weakness of, covering this subject in a single 50-minute class is that the "other side" of the argument, as made by Seitz, is not covered. However, Parnas advances an "in principle" form of argument that should stand or fall on its own merits. Also, Seitz does not directly address the premises advanced by Parnas. Thus while additional time spent covering the topic is certainly valuable to students' understanding of the problem, it should be possible and useful for them to understand Parnas' essential argument in one 50-minute class. One 75-minute class, plus homework assignment.
Several options are available for using this material in one 75-minute class. One possibility is to not present any additional material from the powerpoint and video clips, but to use the additional time for an active-learning style exercise that focuses on analyzing Parnas' argument. After watching Parnas' presentation and guiding the students to the conclusion of his technical argument, allow a short time (three to five minutes) for students to individually identify the premises supporting this conclusion. Then call on some students to give one of their premises and build a list premises on the board. Once a full premise-conclusion summary of the argument is constructed from student responses, ask for one person to argue for and another against the truth of each premise. If time permits, ask if Parnas' analogy for the level of reliability expected of SDI software (an expectation similar to that of your car starting when you turn the key) is appropriate, and if other analogies might be more appropriate. As a follow-up homework assignment, students can be asked to analyze how the truth of the premises and conclusion would change for a scenario of an attack consisting of tens of missiles from a smaller country.
A different option for one 75-minute class would be to use the material in the module to present a summary of Parnas' argument after viewing his presentation, and then go on to watch Seitz' presentation and also use the prepared material to present a summary of his argument. The class would then end at the point where students are asked to compare the relative merits of the two arguments. The natural homework assignment would be for students to give a short written critique of the relative merits of the two arguments. Most students feel that Parnas' presentation style is more confrontational, perhaps even to a degree that detracts from the technical argument. Students also generally have no trouble recognizing that Seitz' presentation does not really address the main premises of Parnas' argument. For example, there is essentially no counter-argument to the premise that the specifications are necessarily unknown. The counter-argument to the difficulty of testing is that a hierarchical and modular structure is a "natural" organization that is generally good for testing purposes. Students should also recognize that Parnas and Seitz have somewhat different views of the problem definition. Parnas takes the stricter problem definition that SDI should result in a system that people can rationally believe will protect them from nuclear attack should one occur. Seitz at least implicitly takes a more vague problem definition that SDI is about investigating what might be able to be done. This difference in viewpoint can be seen in how they emphasize different parts of Reagan's speech. Two or more classes.
This curriculum material can be covered more fully using two or three classes. This allows time to also see the video clips of the rebuttal statements by Parnas and Seitz, and to analyze the issues from different perspectives. It also allows time for assessment of the premises used in the arguments. An important additional perspective is to explicitly identify the ethical issues involved, and to discuss the guidance that the codes of ethics give. Students should be able to easily identify relevant items of the AITP Standards of Conduct, the ACM/IEEE-CS Software Engineering Code of Ethics, and the ACM Code of Ethics. Analysis of the guidance provided by the codes of ethics could be done either as an in-class active learning style activity or as a homework assignment.
CONCLUSIONS AND DISCUSSION
Safety-critical software is an essential issue in any "ethics and computing" or "computers and society course." It is also an important topic for a course in software engineering. The missile defense problem presents possibly the most challenging software problem possible -to appropriately handle a real-time attack by an intelligent adversary likely to employ strategies that have not been fully anticipated. The currency of the missile defense problem and planned systems makes it highly relevant to our students today. (In fact, it is relevant to our society as a whole, as well as to the world population.) The Reagan-era SDI program provides an excellent and well-documented case study for this area. The basic technical issues are timeless, and so still apply to any system envisioned today. The historical view of 15+ years should allow a less emotional and more objective evaluation of the case study.
This curriculum module is currently available for nonprofit use in academic teaching. The material is available on the web site http://marathon.csee.usf.edu/~kwb/nsf-ufe/. Also, faculty may obtain a copy of the material by sending two blank CDs to the author, with stamped, self-addressed return mailing container. The web site also contains a wealth of other teaching materials created under sponsorship of an NSF DUE grant. [11] .
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